
Internet Acceptable Usage Policy

Scoil Bhríde, Crossmahon

Educationalists believe in the benefits of curriculum-based internet use. The purpose of the Internet Acceptable Usage Policy is to ensure that pupils will benefit from learning opportunities offered by the school’s internet resources, and will be protected from harmful and illegal use of the Internet.

Scoil Bhríde will employ a number of strategies to maximise learning opportunities and reduce risks associated with the Internet. These strategies are as follows:

· Acceptable Usage Policy
· Education

· Filtering/Monitoring 

Pupil Access to the Internet
The school is pleased to offer the internet as an available resource to both pupils and teachers for reference purposes, researching project materials, playing interactive educational games, learning to touch-type and for lesson reinforcement. Access to online resources will enable pupils to explore thousands of libraries, databases, and bulletin boards throughout the world.
Electronic information research skills are now fundamental to preparation for living and working in this information age. The school will integrate such information as appropriate within the curriculum, and staff will provide guidance and instruction to pupils in the appropriate use of such resources, as outlined in this policy. 
1. Pupils will not be given access to the Internet without teacher supervision 

2. Internet will be used for educational purposes only

3. Internet sessions will always be supervised by a teacher

4. Pupils will seek permission before entering any Internet site, unless previously approved by a teacher

5. Filtering software will be used to minimise the risk of exposure to inappropriate material

6. The school will regularly monitor pupils’ internet usage
7. Pupils will be taught to evaluate the content of internet sites

8. Teachers will be made aware of internet safety issues

9. Uploading and downloading of non-approved material is banned

10. Virus protection software will be used and updated on a regular basis
11. The use of personal external storage devices or CD-ROMS in school requires a teacher’s permission
12. Pupils will observe good ‘netiquette’ (etiquette on the internet) at all times and will not undertake any action that may bring a school into disrepute

13. ‘YouTube’ (and similar sites) can be accessed only under the supervision and direction of the teacher.

Email
If pupils are allowed to use email, the following rules will apply:

1. Email will be used for educational purposes only

2. Students will only use approved class email accounts under supervision by or permission from a teacher

3. Pupils will not send or receive any material that is illegal, obscene, defamatory or that is intended to annoy or intimidate another person

4. Pupils will not send messages to or from school email

5. Pupils will not reveal their own or other people’s personal details e.g. addresses, telephone numbers, or pictures via school email

6. Pupils will never arrange to meet someone via school email

7. Sending or receiving email attachments is subject to teacher permission.

Internet Chat

Students are not permitted to use internet chat rooms.

School Blog 
Pupils may create projects/artwork which would be suitable for publication on our school blog. Teachers will manage the publication of material on the school blog adhering to the stipulations below.
1. Permission to publish students’ photographs/work will be sought from parents/ guardians at enrolment. This permission may be withdrawn at any time

2. Personal pupil information, home addresses and contact details will not be published on the school blog
3. Class lists will not be published

4. Pupils’ full names will not be published beside their photograph

5. Digital photographs will focus on groups and group activities rather than on individual pupils when possible
6. Pupils will be given an opportunity to publish projects, artwork or school work on the school blog
7. Teachers will select work to be published and decide on the appropriateness of such

Education and Internet Awareness  

In Scoil Bhríde we aim to educate the children on the safe, responsible use of the Internet. Cyber-bullying has become a significant threat for teenagers. Through education and awareness, we aim to limit our children’s susceptibility to it as they progress to secondary school. 21st century life presents dangers including violence, racism and exploitation from which children and young people need to be protected. At the same time, children need to learn to recognise and avoid these risks – to become internet wise. 
Resources that may be used to implement this programme include:

· NCTE Internet Safety Awareness Video

· Use of the ‘Kids’ section on the www.webwise.ie website

· SAFT Internet Safety Awareness Education Programme and exemplars

eSafety in the Curriculum

ICT and online resources are increasingly used across the curriculum. In Scoil Bhríde we believe that it is essential for eSafety guidance to be given to the pupils on a regular and meaningful basis.

· The school provides opportunities within a range of curriculum areas to teach about eSafety

· Educating pupils about the online risks that they may encounter outside school is done informally when opportunities arise and as part of the eSafety curriculum.

· Pupils are taught about respecting other people’s information, safe use of images and other important areas through discussion, modelling and appropriate activities.

· Pupils are aware of the dangers they are open to when using the internet. They are advised to seek help if they are concerned in any way regarding internet dangers eg talk to parents/guardians, class teacher/Principal.

· Pupils are aware of the impact of Cyberbullying and are advised to seek help if they are affected by any form of online bullying eg talk to parents/guardians, class teacher/Principal.
· Pupils are taught to critically evaluate materials and learn good searching skills through discussion, modelling etc.

Pupil with Additional Needs

We are aware that some pupils may require additional support or teaching including reminders, prompts and further explanation to reinforce their existing knowledge and understanding of eSafety issues. Where a pupil has poor social understanding, careful consideration will be given to group interactions when raising awareness of eSafety. Internet activities will be planned and well managed for children with additional needs.

Parental Involvement

The staff of Scoil Bhríde believe that it is essential for parents/guardians to be fully involved with promoting eSafety both in and outside of school and to be aware of their responsibilities.
· Parents/guardians are requested at enrolment to consent or otherwise to images of their child and his/her work appearing on the school blog.

· Parents/guardians will be given a copy of the Internet Acceptable Usage Policy which will be discussed at the Information Session for parents/guardians of new Infants in June.
The school disseminates information to parents relating to eSafety where appropriate in the form of

· Information Evenings

· School Nuacht Litir
· School Blog

Filtering

The school will use the Internet provided and filtered by the NCTE (National Centre for Technology). ‘Filtering’ is a term used to describe a way of limiting the content of web pages, emails, chat rooms and other electronic data to which users may be exposed. Scoil Bhríde also uses additional filtering software on all our machines, which, while not foolproof, thus filtering pupils’ access to the internet further. No filter is 100% accurate. The most effective filtering tool is adult vigilance. At Scoil Bhríde we believe that the advantages to pupils having access to information resources and increased opportunities for collaboration far exceed the risk of disadvantages.
The access to websites from all school computers is monitored and regularly reviewed by the NCTE. Websites are only allowed through following a verification of their suitability.

Many browsers have their own built in filtering tool e.g. Google. Google’s search engine has a built-in “Safe Search”. This filter eliminates sites that contain pornography and explicit sexual content from search results. It is easily applied by clicking on the Preferences link on any Google page. Unfortunately it is also easily removed.

Windows has a built-in firewall. Firewall software can be purchased or downloaded free from the Internet. Scoil Bhríde has installed firewall software.

Laptops/iPads
In Scoil Bhríde we have a re-chargeable laptop trolley which contains 16 Windows 7 Toshiba Laptops. A timetable is in place for usage and all classes access the laptops. Each child shares a laptop with one other child during laptop time. Children follow specific teacher led activities.
We have 16 iPads and 2 multi-docks which are stored in the secretary’s office. A timetable is in place for usage. The timetable changes termly based on the Literacy Lift-Off Programme.
Sanctions

Teachers will do their utmost at all times to ensure eSafety. If a child makes accidental or deliberate attempts to access a site of an untoward nature, the teacher/SNA present cannot be held responsible. If a pupil deliberately misuses the internet or email, is found running searches on inappropriate topics or attempting to access inappropriate/unsuitable websites, this will result in disciplinary action, including the withdrawal of access privileges. Parents/guardians will receive notification of misuse by a pupil. Further misuse will result in longer withdrawal of access privileges, as seen fit by the Principal and class teacher.
Cyber Bullying
This type of bullying is increasingly common and is continuously evolving. It is bullying carried out through the use of information and communication technologies such as text, social network sites, e-mail, instant messaging (IM), apps, gaming sites, chat-rooms and other online technologies. Being the target of inappropriate or hurtful messages is the most common form of online bullying. As cyber-bullying uses technology to perpetrate bullying behaviour and does not require face to face contact, cyber-bullying can occur at any time (day or night). Many forms of bullying can be facilitated through cyber-bullying. For example, a target may be sent homophobic text messages or pictures may be posted with negative comments about a person’s sexuality, appearance etc. (DES, Anti-Bullying Procedures for Primary and Post-Primary Schools, 2013).
.

· Any usage of the internet, digital media or mobile phone which intrudes on the privacy and dignity of staff or students is deemed a serious breach of the school Code of Behaviour and Anti-Bullying Policy.

· Any behaviour which endangers the health and safety of staff or students is treated with the utmost seriousness by the Principal and the Board of Management and this includes inappropriate use of social media.
The principle of respectful social interaction defined in policy documents such as the school’s Code of Behaviour, Anti-Bullying Policy, Child Safeguarding Statement will govern the Principal’s, staff and Board of Management’s response to any issues arising out of an incident of Cyber Bullying.

Procedures to Prevent Cyber Bullying
· Pupils will learn about cyber bullying through Social, Personal and Health Education (SPHE) and other curricular projects
· Staff Continuous Professional Development will assist in learning about current technologies 
· Parents will be provided with information and advice when available on how to combat cyber bullying and will be informed of any Information Evenings dealing with cyber bullying.
· Pupils and parents will be urged to report all incidents of cyber bullying to the school
School’s Response to a Report of Cyber Bullying
Reported incidents of cyber bullying will be dealt with promptly. (cf. Anti-Bullying Policy).
Responsibilities of Principal/Deputy Principal when dealing with a report of Cyber Bullying
· Consult with class teacher

· Ensure offending item is removed, having saved a copy

· Contact both sets of parents/guardians by phone or in person to inform them re offending item 
· Inform the Gardaí (if serious)

· Inform Chairperson of the BOM 
· If a very serious incident occurs which might attract media attention, a statement to be issued (if contacted) will be prepared

· Decide on assistance for victim and perpetrator

· Decide on sanctions/further action for perpetrator

· Inform both sets of parents/guardians

· Keep a very detailed report on file

Ratification
This policy was reviewed and ratified by the Board of Management on the 6th June 2018. It will be reviewed by the Principal and the IT Co-Coordinator in consultation with the school staff/BOM every two years or when/if the need arises. 
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